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On June g,2007,the Office of the Commissioner dilected the Office of Intenral Affairs, Audits

a'd Evaluation U¡it, (reorgalized urder Ofhce of hrspections, Audits Unit) to perforrn an audit

of the California HigliwayÞatrol's (Departrnent) internal control systerns. This request was

i¡itiated pursuant tJilre Finaucial Integrity and State Manager's Accountability (FISMA) Act of
19g3, the pr-ovisions of which are itated in Govemment Code Sections 13400 tluough 13407.

The áuditìcope period covered fiscal year (FY) 2005106 and FY 2006/07, However, primary

testing *u, .óu,Iurted dur.ing the later FY to provide a curent evaluation of internal controis.

Based on the audit of the Department's acconnting and adminish'ative controls, the audit

revealed the Department has rnultiple intemal controis in place to safeguard state assets'

Howevei., althoirgh the controls ará adequate, wealcnesses were observed. The [esults of the

audit werje discussed in the 2007 Evaluation of I¡ternal Accounting and Administrative Control

Systems Final Report (FISMA final report).

A follow-up review was conducted from November 14,2008 to Decernber 18, 2008' The

objective oitltir follow-up review was to determine if the Departme¡t has implernented the

corrective action as indicàted in their response to the 2007 FISMA final leport as it pertains to

the Cash Receipts, Receivables, Purchasing, Revolving Fund, Contracts, and Fixed Assets

Cycles. The follow-up review focused on available documentation to evaluate the progress.

It should be noted that the Depaftment has implemented some of tlie conective action identifred

in the fi¡al report of the 2007 FISMA. The Olfice of Inspections validated the corrective action

taken has adequately addressed some weaknesses. However, this review indicates there are areas

wlúch stiil require ,ãor" 
"ort"ctive 

action that need to be addressed by the Adrninistrative

Se¡ices Diviiion. The Office of Inspections will evaluate future corrective actions takeu on

these remaining weaknesses as part of the 2009 FISMA audit'
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. 'We appreciate t6e courtesy- eooperation, and assistance e-xtended to Office of Inspectiors by the

R¿¡ninisqative Servises pivisiol. If you have any questions, please contact Rogerlkemoto'

Senior Management Auditor at (916) 451-8405.

il/ ft)a*.t,,,
M. C. A. SAÌ{2ü{GO I
Assistant Commissioner

Attachment

cc: Office of the Assistant Commissionorn Staff ' I

Administrative Services Division
Office oflnspections



Attach¡rent 1

ADMINISTRATIVE SERVICES DTVISION AUDIT FOLLO W-UP

on June g,200g, the office of the Commissioner directed the office of I¡rternal Alfairs,

Audits and Evaluatioo Unit, lreorgaoized under Ofüce of Inspections, Audits Unit) to

;;Ã; ; audit of the Cufifò*iu lfighway Patr9l's-(Depafment) intemal control

iyrt *t. This request was initiated pursuant to the Financial Integrity and State

Manager's er"o*iutifity CflSføefAd of igg¡, the provisions of whioh are stated in

Government code sections 13400 t},rough L3407. The audit scope perigd covered fiscal

yeaf GÐ Z005l¡6and FY 2006/07. Hoîever, primary tgsting was conducted during the

íater ÈY ío provide a cunent evaluation of internal controls.

Based on the audit of the Department's accounting and administrative controls, the audit

revealed the Departm.ot hur *oltiple intemal contols in place to safeguard state assets'

However, although the controls arå adequate, weaknesses-were observed. The results of

the audit were discussed in +he2007 Evähation of Internal Accor¡¡rting and

Aclminisfiative contol Systems Final Report (FISÌ\4A final report).

The objective of this follow-up review was to determine if the Departmtot¡$-

irnplementeA t¡e cotetiiu, u.tion as indicated in their response to the 2007 FISMA final

report to the Cutn n"t"iptt; i...i"ables, Purchasing, Revolving Fund, Contracts' and

Fixed Assets Cycles. The fotlow-op r",,i"* focused on available doct'¡¡nentation to

evaluate the progess. This follow-up review was conducted frorn Novernber 14, 2008 to

December 18,2008.

The review consisted of assessing the corrective actions completed,.as documented in the

Ìesponse memorandum, The Odce of lnspections, Audits Unit reviewed:

. The cash receþs process in order to evaluate if there was separation of duties'

¡ The Department's endorsement of checks in order to determine if it was

conducted timelY.
o A copy of the Transmittal Logs for october andNovember 2008'

o A cofy of various reimtursable serviceS packages'

o A copy of various advance payments from vendors for predetermined services'

o A description of the cunent project review fi¡nction regarding the Voyager fi'rel

card.
e Revolving fund checks to determine if revolving fund checks wefe issued dwing

the state budget imPasse.

r A copy of contract payments sent to the state controller's office'

' copiãs of Statewidå Propert¡t Inventory reports prepared for 2008'



CASH RECEIPTS

ff¡fDnC ft

Condition:

Criteria:

Recommendation:

Auditor Observation:

Auditor Conclusion:

FINDING 2:

Condition:

Attachment 1

Thà Department lacks separation of duties in'iti cash

receipts process.

The cash receipts process does not have adequate separation of
duties. As pari ofìhe work flow, incoming cashreceþs æe

given to predetermined employee$) in the Reimbi¡rsable

ServicesiJnit G.SID and Cashiering Unit. As part of this

process, departmental employee(s) t9{ th" incoming cash

ieceipspriãrto thembeing endorsed, if necessary' RSU

.*pùy..r initiate and prepare invoices as a normal ootuse of

duties. RSU employees also receive remittances'

Government Code (GC), Section 13403(a)(6) states,the

elements of a satisfactory syslem of internal aocounting and

adininistrative controlo shall include, but are not limited to an

effective system of intemal review.

state Adrnirú.strative Manual (SAI4), Section 8080.1 states, a

key element in a system of intenral control is separation of
¿uties. Employees of units other than the accoturtng/data

processing uniis should be used, when necessary, to provide

separatioi of duties. No one person will perform more than

one of the following types of duties:

o Receiving and depositing remittances

r lnitiating or preparing invoices

The Department ensr¡res proper separation of duties'

The work flow was evaluated for the cash receipt process and it
was determined based on interviews and obsen¡ation that RSU

employees no longer sort the incoming cash receþts'

Fully Implemented

The Department does not endorse checks timely'

checks received by the Department are not restrictively

endorsed immediateþ upon receip. Specifically, cash receipts

received each day are sorted for distribution. The sorting

process delays check endorsement from occr¡¡ring on the day

of receiP.

This issue was previously reported in 2005 by the Department

of Finance in their Final Reporü catifornia Highway Patrol -
Lrternal Control Review.



Criteria:

Recommendation:

Auditor Observation:

Auditor Conclusion:

FINDING 3:

Condition:

Attachment 1

SAM, Section 8023 states, all checks, money orddis, and - .

**r*tr received for deposit will be restrictively endorsed for

deposit as soon as possible after receipt, but no later than the

end of the working daY.

SAM, Section 8034.1 states, agencies will endorse checks,

warrants, money orders, and other negotiable instruments on

the day they are received' Timely endorsements serve to

disconrage the use of lost or stolen negotiable instruments by

someone other than tle state agency.

Highway Patrol Manual G{PM) 1 1.1, Administrative

Procedues Manual, Chapter 4, Miscellaneous Sales,

Collections and Refunds, Paragraph 8.a.(8) states,

"Irnmediately upon receipt, all checks, money orders, and

warants snuí U" restrictively endorsed for deposit with a

stamp requisitioned ûom Business Services Section,

rurcnasiog services unit. Money orders and cashier's checks

purchaselto convert cash collections for transmittal to FMS,

bashiering Unit, must aiso be exolusively endorsed by

authorized personnel."

Recommend the Department endorse checks timoly'

over a six day period, it was observed that the cashiering unit
endorsed checks by the end ofthe business day'

Fully Implemented

The Departmentts Area offices do not submit cash receipts

for deposits timelY.

The Department's A¡ea offices fonvard payments received for

reimbwsable agreements to headquarters for deposit. .Based 
on

a review of 45 weekly transmittal records for May 2007,

testing identified 15 of the 45 transmittal records were

deposited between 11 to 19 days after receipt'

The following observations of local departmental commands'

weekly transñrittal logs for the month of May 2007 revealed:

o One hundred eighty-three QaYl of the 775 weekJy

transmittal r"roid"*.re not submitted on a weekly basis to

Administrative Services Division (ASD).

o Tt¡irlry-five (23%) of the 155 Area offrces'weekly
transmittal r""orá, indicate two or more weekly transmittal

records were prepared at the same time and 14 Areas did

not submit weeklY transmittals.



Criteria:

Recommendation:

Äuditor Observation:

Auditor Conclusion:

RECEIVABLES

FINDING 1:

Condition:

Attachment I

This issue was previousiy reported in 2005 by the Department

of Finance in thei¡ Final Reporh Califonria Highway Patrol -
lntemai Control Review.

SAI{, Section 3032.1 states, agenciesthathave safes adequate

to safegUard cash will accumulate collections until they amount

to $1,0-00 in cash or $10,000 in cash, checks, mdñff orders,

and warrants (excluding state wanants and state checks),

whichever occurs fust, however, accumulated receips of any

amount will not remain undeposited for more than 10 working

days.

HPM 11.1, Administrative Procedures Manual, Chapter 4,

Miscellaneous Sales - Transmittal of Collections:

A) Paragraph Il.a.(l), Transmiual of Collections, Frequency

and Mæ<imum Amounts, requires collections for sales,

payments, and/or witness fee deposits shall be transmitted to

ÞMS, Cashiering Unit, weekly or when cash exceeds $1,000,

whichever occurs first.
B) Paraglaph 11a.3. and 4. states: 

ooClose of business each

Thursday. the weekly transmittal period for all office begins

on Friday and ends at close of business the foliowing
Thursday. If maximum amounts are collected before

Thursday, a second transmittal shall be prepared for the

remaining days.o'

Department should make timely deposits of cash receipts.

A review of weekly transmittal logs ûom October and

November 2008 revealed 1,158 transmittal logs should have

been sent to ASD. Of the 1,158 transmittal logs, t27
transmittals (11%) were not submitted on a weekly basis.

From the time of the initial 2007 FISMA report to this follow-
up review, the Department has improved on this process from

Z{Yoto ll%.

Partially lmplemented

The Department's Area offices submit reimbursable
services packages untimely and incomplete.

A review of 67 reimbursable service invoices revealed Area

ofüces submitted 21 billing packages from 31 to265 days after

the date when the Departrnent provided services. Additionally,



Criteria:

Attachment 1

the following two observations were made regarding Area

offrces:
o A review of seven Safety Services invoices and supporting

documents, field commands submiued incomplete biuing

packages, incomplete forms or missing documents'

. À review of ZO pUl Costs Recovery services invoices and

supporting documents revealed A¡ea offices submitted 17

incomplete billing Packages.

GC, Section 13403(a)(a)and (6) states, the elements of a

satisfactory system of intemal accounting and admlnislrative

control, shall include, but are not limited to, the following: An

established system of practices to be followed in performance

of duties and functioni in eaoh of the state agencies; and an

effective system of intemal review.

IIPM 11.1, Administrative Procedures Manual, Chapter 20'

DUI Cost Recovery Program, Paragraph I states, "Fiscal

tøãug"*.nt Section (FMS) will send quarterþ lepgrts 
to field

ror**dt. These reports are designed to assist in the

monitoring and timeþ submission of the command's CIIP 735,

Incident Response Reimbwsement Statement'"

Paragraph ¿.-U.(tXa) and(b) states, "Completed gID735s,
Incideni Response Reimbursement Statements, based on

section A Gtfo to Annex B) shall be forwarded to FMS,

Reimbursable Services Unii within ten business days of one of

the following dates:

a) The Blooã Alcohol Concentration @AC) results of .08% or

greater are received.
t¡ fnr date BAC results of .04o/o or greater are received for a

commercial ddvet."

IIPM 11.1, Administrative Procedures Manual, Chapter 10'

Subpoenas/Subpoenas Duces Tecum Compliance

CriminayCivil Àppearances' Pæ agraph 1 4'b'(l ) states, "The

CHP 90 shall be piepared in duplicate. The original along with

the related travel exiense clainand subpoena (or copy thereof)

shall be submitted tô the Acoounting Section within 24 hours.

The duplicate shall be retained in the command file"'

HPM 11.1, Administrative Procedures Manual, Chapter 20'

DUI Cost Recovery Progfam, Paragraph 6, FMS Billing
proced*res states,lfUs shall review all CHP 735, lncident

Response Reimbtusement Statement, forms received for

.o*!1.t rr"ss of information. Forms that do not contain

,od.i.nt information for invoicing an offender shall be

returned to the issuing Area office. When the CHP 735,



Recommendation¡

Auditor Observation:

Auditor Couclusion:

F'INDING 2:

Condition:

Criteria:

Attachment 1

lncident Response Reimbursement statements, information is

complete, FMS shall prepare an invoice"'

IIPM 11.1, Administrative Procedures Manual, Chapter 6'

ili*t**ur. senices, paragraph 6.e.Q) states, 
..If a statewide

"ãÃr*r"t 
is in effect for the-state agency requesting services,

u-Cnp 312, Safety Services Progra' Task Order, CIIP 313'

Safety Services Piogram Daily Report, along with the-CHP

467, íìi[ing Memorandum - Reimbursable Services, shall be

prepared."

The Department should ensure Area offices submit timely and

complete reimbursable services packages'

The auditor reviewed 25 safetyservices invoices for timeliness

and completeness and found no discrepancies'

The auditor reviewed 15 DIJI Cost Recovery pro$am invoices

for timeliness and determined 11 invoices were not received

timely.

Partialty Lnplemented. Since the safety seryices invoices were

compliant, futl]fe evaluation and comment will only be of the

DUiCost Recovery program invoices'

The Department provideil services without obtaining

advancã paymonts from vendors for predetermined

selected ser:Yices.

Based on a review of Miscellaneous Reimbr¡sable services,

there were six instances out of eiglrt in which advance

payments were not obtained from the vendors ptt"tj lht-
Íl.Jp[.r"t providing services, i.e., Movie Detail, V/ide Loads

Escort, and SPecial Events.

GC, Section 13403(a) Q), $) and (6) states, the elements of a

satisfactory system oi intemal accounting and ad^ministrative

.onirof, rn4l-i*tuAe, but æe not limited to, the following: A
pi* t¡i limits access to state agency assets to authorized

iersonnel who require tlese assets in the perfolnance of their

ãttig.r"d duties; an established system ofpractices to b9

ioif":*r¿ in performance of dutiès and fi¡nctions in each of the

state agenciås; and an effective system of intemal review'

HPMll.l,AdministrativeProceduresManual,Chapter6'
Reimbursabie services. Pamgraph 5.b.(3), Movie Detail, wide

Load Escort, and Special Events states, "Based on the cost

estimates, the command will collect the advance payment for



Recommendation:

Á.uditor Observation:

Auditor Conclusion:

PURCHASING

FINDING 1:

Condition:

Criterion:

Recommendation:

Auditor Observation:

Auditor Conclusion:

REVOLVING F'UND

FINDING 1:

Attachment 1

services to be rendered for the amount indicated on the cI{P

464.'

Department should receive advance payments for its

predetermined selecied services.

A review of 15 determined services invoices revealed advance

payments were received for all services'

Fulty lmplemented

The Department does not review its Voyager fuel card

invoices prior to PaYment.

The Deparfrnent does not have mechanisrns in place to

examinã its Voyager fuel card purchases and billinginvoices

øt u.t*u.y ot'iriptoprieties. When the Deparhnent t?tgtltt
its billing siatements, the bifiing statements are scheduled for

puy*ttti*ing the revolving fund. fhe Departnent is^

ärrn"ntty *otfjog on clevelõping review mechanisms for the

examination of Voyager fuel card purchases'

GC, Section 13403(a)(3) and (6) states, the elements of a

satisfactory system oi internal accor¡nting and adminishative

"o"ttof, 
snmlnclu¿e, but a¡e not limited to, a system of

authorization and recordkeeping procedures adequate to

provide effective accounting control over assets, liabilities,

i"u.norr, and expendittues, and an effective system of internal

review.

The Department should review its Voyager fuel card invoices.

Fleet operations section has an undoctmented informal

pto.t"t in place. However, a fonnalized process is expected

by the end of the first quarter in 2009.

Partially LnPlemented

The Department issued travel advances during the state

budget imPasse.



Condition:

Criteria:

Attachment 1

The Department issued travel adva¡ces prior to the elaclment

;f thr dudget Act for FY 200712008' On luly 2,200]:tb:
ó.putt*"oi of Fina¡ce (DOF).issued Budget Letter-O7-l1

which states: 
..... officeRevolving Fund (oRF) disbursements

*t p*nmited for fiscal yeæ 2007.-2008 þaymeitt Pq tlë
ZOOi Buaget Act becomes ëffèctive.- Goùemiñë6trCode_ Section

iO+Ot ,"qiit.r that ail ORF disbu¡sements be in accordance

with law. Until there is a2007 Budget Act, there is no

,p"o¿i"g authority for any 2007-08 related disbursements."

However, the Budget Letter 07-11provides two exceptions

regardingthe use õf A" revolving fr¡nd during the budget

impasse. The exceptions are as follows:
o Disbursements for the prior year may be allowable

during this time Period.
o Employees subject to the Fair Labor Standards Act

moÃt Uâ compensated.for work perfonned'

Additionally, the office of the Govemor issued Executive

Order 5-09:07 on June 25,2007,providing a thi¡d exception.

under this Executive order, the Govemor ordered affected

state agencies to provide assistar¡ce to the County of El Dorado

witl¡ the Angora Fire.

A review of 24 tavel advances requested and paid druing the

state budget impasse revealed none of them qualified rIrderthe

above exceptions

SAM, Chapter 8100, Section 8110, Permissible Uses states'
;;n""áfuinË fund disbr¡rsements made prior to th9 elactment of

the related-Budget Act are not in accordanoe with Govemment

code section rcqot.Inthetimeperiod afrer June 30 and prior

to enacb¡ent of the current year Budget Act, proper revolving

fi¡nd disbursements for the prior yeæ may be allowable;

revolving fund disbursemeots for the current year are not."

Budget Letter O7-l,L,dated July 2, 7007,regarding prohibition

of O-RF disbursements until the Budget Act becomes effective'

Executive Order 5-09-07 on Jr:ne 25,2007 , issued ûom the

office of the Governor. under this Executive order, the

Governor ordered affected state agencies to provide assistance

to the County of El Dorado with the Angora Fiie'

The following is recommended:Recommendation:



Auditor Obsewation:

Auditor Conclusion:

FINDING 2¡

Condition:

Criteria:

Attachment 1

1) Based on current information, the Department should.not

issue any travel advances dwing a budget impasse unless it
meets an excePtion, and

2) If the Departmerrt believes it needs to issue travel advances' 
during ätuäget i-þuttt (sucir as áig*t*y þiòteòtion), the

Depaiment should request and obtain required approval'

In reviewing the checks issued from the Revolving Fuad

dwing the time of the 2008 budget impass'effi
Depaiment issued no travel advances or checks dt[ing the

budget impasse.

Fully Implemented

The Department does not clear travel ådvances in a tinely
manner.

As of July 3L,2007,the Deparbnent's outstanding travel

advance report @unning Letter Report) had numerous

outstanding travel advances. The Department had 82

outstandini travel adva¡ces out of 563 travel advances over 60

days old *ith oo activity. Additionally,2S havel advances are

¿æ"¿ in 2006 or later with outstanding balances'

SAM, Section 81t6.2 states:

"1. Aproperþ prepared TEC to substantiate the travel

.*ir.*"t must be submitted as soon as possible afterthe

üipþ) or at least once amonth.
2. fine travel adva¡ce exceeds the substantiated expensed,

the ernployee must submit a check or money order with the

TEC d reitmthe excess travel advance amount'"

"4. Aperiodic statementmust be sent no less ûequentlythan

bi-monthly to notify empioyees who have travel advances

but have not subrnitte¿ ã fgC to substantiate the travel

expenses and/or have not returned any excess travel

advance amount."

SAM, Section 8116.3 states:
..1. If an employee does not submit TECs to substantiate the

travel expenses within 30 calendar days of the periodic

statement dateo the total travel advance arnount must be

deducted from ttre next regular payroll warant(s)'

2,IfanemployeedoessubmitTECswithin30calendædays
of the periodic statement, but does not retum aûy excess

travel ãdu*". arnount within the same 30 calendar days,

the excess travel advance amount must be deducted from

the next regular payroll warrant(s).



Attachment 1

3. If the employee has payroll direct deposit, the periodic 
-

statement must notiff the employee that if the 30 calendar

days requirement is not satisfi.ed, the direct deposit will be

cancelted and the payroll deduction for the travel advance

Recommendation:

Auditor Observation:

Auditor Conclusion:

CONTRACTS

FINDING 1:

Condition¡

Criteria:

aïäöunt 'ñll be mäðð iñ tlié néxt ie¡iìilar þayrb1l
warrant(s)."

The Department should clear travel advances timely.

As of January 5,2009,the Department had 175 travel advances

outstanding. IVhen compared to July 31,2007, this is an

imFrovement since at that time the Department had 563 travel

advances outstanding. Presently, all outstanding travel

advances were being actively ptrsued for collection and only

two were olderthan one Year.

Fully Implemented

The Department does not pay invoices timely for service

requests.

Twenty invoice paynents out of 34 tested (for service requests)

revealed they were not paid within 45 days of the receipt. It
appears the Department's'invoice approval process for service

requests requires many review points. This process appears to

hinder timely payments.

GC, Sectiong2T requires the Deparhnent to pay invoices

within 45 da¡'s of receipt, or automatically calculate and pay

the appropriate late pay:nent penalties as specified in this

chapter.

GC, Section 13403(a)(3) and (6) states, the elements of a

satisfactory system of intemal accourting and administrative

control, shall include, but are not limited to, a system of
authorization and recordkeeping procedures adequate to

provide effective accounting control over assets, liabilities,
i"urrrorro and expenditures, and an effective system of internal

review.

I{PM 1 1. 1, Chapter 24, Payment of Invoices, says'

"Government Code Section 927 rcqutes the Deparhnent to pay

invoices within 45 days of receipt. Failu¡e to meet tbe

provisions of the legislation will result in the Deparhnent

paying interest penalty charges."

10



Recommendation¡

Äuditor Observation:

Auditor Conclusion:

4rxEp ÄssETs

X'INDING 2:

Condition:

Criteria:

Attacbment 1

The Department should review its intemal process for paying

invoices ûom service requests to ensure timely payment'

A review of 80 invoices revealed 27 invoices (34%l,which
were r¡nder $1,700 were paid late. Of the late paid invoices,

none had evidence that the invoice was protested and 13

invoices had to be processed tbrough Facilities Section.

Partially Implemented

The Department provided no evidence that it submits
yearty information to the Department of General Services

for its Statewide Property Inventory.

The Deparhnent receives information ûom the Department of
General Services (DGS) regarding its real propefry assets. The

Deparünent's Fiscal Management Section reconciles the

infórmation provided by DGS and forwards this inforsration to

the Facilities Section. Facilities Section has not provided

evidence that it provided the required report to the DGS for.

inclusion in the Statewide Property Inventory (SPI) as required.

SAItd, Section 1335.1, states,'State agencies that acquire,

encumber, or dispose of real property (other than the
' Departrrent of Tiansportation and the University of Califomia)

arjrequired to provide ir¡formationto DGS for inclusion inthe
statewide Property lnventory (sPI) and routing to the secretary

of State Atchives."

Recommendation: The Department should provide DGS with information for its

SPI and retain a copy.

Auditor Observation: The Department provided DGS with the 2007 and2008 SPI

report.

ÄuditorConelusion: FullyLnplemented

The Department implemented some conective actions identified in the final report of the

2007 FiStvlA t.pott. As part of the follow-up review, the Office of Inspections held

discussions wittr the parties involved conceming the specific actions taken to implement

recommendations fróm the initial audit. This was supplemented by an examination of
records.

11



Attaohment I

Arevielv ofthe documents disclosedthe Department implemented some corrective

actions. The office;-f ñÑtúr validated the oonective actions taken adequateþ

addressed severar ortue wearrorsses. However, some of coneqtive actions still needto

be addressed *¿ otirãr t dit verification as ú,fi o{the 2009 FISN4A before the 2007

FISIV1A reporr .* U. rior.ä. Neverthelerr, *Jot PJqed t9 repg{ 9: elD $s taken

proactive aotions tou¿"qoæ¿y resolve **iV of the-findings i¿entinø in the odginal

FISIIdA auditreport
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